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Cybersecurity Analyst 

Permanent, Full Time 

Competition Number: 202238 

BC Oil & Gas Commission: Fort St John, Kelowna, Victoria 

Grid 27: $80,230.51 - $91,547.90* 

*Posted salary includes a JFMM Allowance of 10%  

** If located in Fort St. John, salary will include a Location Allowance of 3% 

The BC Oil and Gas Commission (Commission) is the provincial single-window regulatory agency with responsibilities for 
regulating oil and gas operations in British Columbia, including exploration, development, pipeline transportation and 
reclamation. 
 
PURPOSE OF POSITION 
The Cybersecurity Analyst plays a leading role in safeguarding the Commission’s systems and information while advancing the 
cybersecurity practices. As the provincial Regulator, anticipating and defending against cyber threats ensures the protection of 
systems and information integral to the province and stakeholders. This position is integral to protecting computer networks 
from cyber-attacks and unauthorized access.  
 
SELECTION CRITERIA 

• Bachelor’s degree or diploma in a computer-related discipline and 2 years’ experience; or a combination of 

education/training and 5 or more years of related IST and cybersecurity experience; 

• Proven experience developing innovative cybersecurity solutions and implementing best practice measures; 

• Ability to analyze and integrate data, recommendations, and corporate priorities to establish necessary security 

considerations to anticipate and respond to IST security issues; 

• Ability to explain security controls and the impact of non-compliance to business leaders and stakeholders in a 

thoughtful, easy to understand way; 

• Proven experience with network and systems implementation and administration; 

• Proven experience with vulnerability discovery and management; 

• Proven experience and knowledge with security technologies including auditing (SIEM), application control 

(whitelisting), reverse web proxies, malware defenses, data protection; 

• Proven experience and knowledge with Active Directory and Group Policy administration; and, 

• Proven experience and knowledge securing computer networks against cyber threats. 

 
Effective January 10, 2022, employment with the Commission is conditional on employees being fully vaccinated against  
COVID-19 and providing proof of vaccination to the Commission upon request. If you are interested in applying for this role  
and meet the minimum selection criteria, please select “Apply Now” and submit your cover letter and resume prior to  
11 pm August 24, 2022. An eligibility list with a duration of 6 months may be established. 
 
The Commission is an equal employment opportunity employer and committed to diversity and inclusion in the workplace. All 
qualified applicants will receive consideration for employment without regard to race, color, religion, sex, national origin, 
disability status, or any other characteristic protected by provincial law. 
 
For More Information:   Recruitment 250-419-4463 

 

http://www.bcogc.ca/careers/apply-now


OIL AND GAS COMMISSION 
POSITION DESCRIPTION 

 

 

 

POSITION TITLE: Cybersecurity Analyst POSITION #: 573926/ 573818 

DIVISION: People, Strategy & Transformation CLASSIFICATION: Grid 27 

PROGRAM AREA: Information Systems & Technology LOCATION: Victoria/ Kelowna/ Fort St. John 

SUPERVISOR’S TITLE: Director, Information Security POSITION #: 573762 

SUPERVISOR’S 
CLASSIFICATION: 

Management Band B LOCATION: Victoria 

 
The BC Oil and Gas Commission (Commission) is the Province of B.C.’s single-window energy resources regulator. The 

Commission is a Crown agency with a mandate to ensure both the environment and public safety are protected, and 

those with concerns have the opportunity to have their voices heard in the sustainable development of British 

Columbia’s energy resources.  

 As a cost recoverable, values driven organization, we prioritize safety, stewardship and Indigenous interests throughout 

the full project lifecycle – from exploration to reclamation – and support the transition to clean energy. The Commission 

is committed to reconciliation with Indigenous Peoples, honouring the Provincial commitment to the United Nations 

Declaration on the Rights of Indigenous Peoples (UNDRIP), the Declaration on the Rights of Indigenous Peoples Act, and 

the Truth and Reconciliation Commission’s (TRC) Calls to Action. Through fostering respectful and collaborative 

relationships with Indigenous partners and stakeholders, the Commission delivers on Government’s priorities.  

 The Commission has an innovative forward-thinking workplace that demonstrates our core values. Through continuous 

improvement and development, the Commission is agile and responsive to the rapidly changing environment in which 

we operate. We are diverse and inclusive, with transparency, innovation, and integrity as foundation of our respectful 

culture 

JOB OVERVIEW 
The Cybersecurity Analyst (CA) plays a leading role in safeguarding the Commission’s systems and information while 
advancing the cybersecurity practices. As the provincial Regulator, anticipating and defending against cyber threats 
ensures the protection of systems and information integral to the province and stakeholders. This position is integral to 
protecting computer networks from cyber-attacks and unauthorized access. The CA position requires a superior degree 
of critical thinking and analytical skills to integrate system wide applications, respond to threats and carry out security 
measures.    

The responsibilities continually expand as threats evolve and new vulnerabilities are discovered. The CA must continually 
adapt and develop new protective measures to stay a step ahead of cyberattacks. The cybersecurity team must stay up 
to date on the latest methods attackers are using to infiltrate computers systems. Additionally, the CA will need to stay 
current on information security; researching which technologies, processes and standards will most effectively protect 
the Commission. 

ACCOUNTABILITIES 
Enterprise Security Solutions & Controls 

• Leads the design, implementation, and management of operational tools and systems in support of information 
security and a variety of the Commission’s security processes, procedures and policy enforcement; 
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• Plays a major role in providing technical leadership into the integration and enhancement of cybersecurity best 
practices for information security and privacy for overall IST and GIS business processes and projects; 

• Collaborates with program areas and on project teams to enhance Commission’s information security; 

• Recommends improvements to Commission wide infrastructure technologies to safeguard information and 
network security ensuring a stable, reliable network environment; Collaborates on and continuously improves 
the Commission’s cybersecurity practices; 

• Identifies opportunities to enhance services and/or reduce operational costs, evaluating and recommending 
acquisition of alternate products; 

• Detects cybersecurity incidents by designing systems to discover malicious activity within the network or 
information assets; 

• Guides implementation of information services security controls by providing expert supervision and instruction 
to internal teams; 

• Audits existing cybersecurity controls for gaps and provides recommendations to management; 

• Recommends improvements to the Commission wide infrastructure technology to safeguard Commission 

information and network security ensuring a stable, reliable network environment. 

 
Cybersecurity Responsibilities 

• Develops, implements, and manages operational tools and systems in support of information security; 

• Plans and implements application layer defenses against network threats; 

• Manages threat prevention and analytics on Commission devices; 

• Monitors Commission networks and systems for security breaches and implements incident response 

procedures; 

• Provides expertise to resolve cybersecurity issues and events, and develops solutions to meet customer 

requirements; 

• Utilizes detection and response tools for threat hunting and works with / manages vendor resources as needed; 

• Designs and implements real-time alerting for critical or suspicious security events; 

• Recommends vulnerability remediation and patch guidance for other internal groups; 

• Assists IST department with software and hardware asset discovery and management; 

• Leads the development and implementation of secure baseline configurations for Windows, Linux, and other 

network devices; 

• Researches the latest IST security trends and recommends security enhancements and purchases within project 

scope. 

 

Organizational Duties 

• Provides direction to internal Commission stakeholders to incorporate security practices into business 
processes, and documents solutions and business requirements to support ongoing operations and 
maintenance; 

• Evaluates requests for security system changes and enhancements, recommends the appropriate  
course of action and implements the change if approved; 

• Develops and documents methodologies, techniques, standards, and tools to manage network security 
infrastructure and services; 

• Trains Commission staff and advocates for cybersecurity best practices and Commission cybersecurity policies; 

• Assesses situations, judges the complexity of issues and uses critical thinking in taking appropriate action; 

• Prepares clear, concise, and complete oral and written information of a complex or technical nature at a level 
appropriate to the audience; 

• Key contributor and advisor on information technology disaster recovery and IST business continuity planning; 

• Evaluates cyber risks and recommends modern cybersecurity solutions and practices to management; 
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• Provides expertise to resolve network security issues and events and develops solutions to meet  

Commission requirements. 

 

ORGANIZATION CHART 
Commissioner, Chief Executive Officer 
 Vice President, Information, Technology & Public Trust 

Executive Director, Information Systems & Technology 
 Director, Information Security  

Cybersecurity Analyst (Topic Position) 
 

EDUCATION AND EXPERIENCE REQUIREMENTS 
Education: 

• Bachelor’s degree or diploma in a computer-related discipline and 2 years’ experience; or a combination of 

education/training and 5 or more years of related IST and cybersecurity experience. 

Experience and Knowledge: 

• Proven experience developing innovative cybersecurity solutions and implementing best practice measures; 

• Proven experience establishing collaborative relationships with internal and external stakeholders to lead 

organizational change associated with coordinated implementation and service delivery; 

• Ability to analyze and integrate data, recommendations, and corporate priorities to establish necessary security 

considerations to anticipate and respond to IST security issues; 

• Ability to think clearly, strategize and respond effectively in a fast-paced environment; 

• Ability to explain security controls and the impact of non-compliance to business leaders and stakeholders in a 

thoughtful, easy to understand way; 

• Proven experience with network and systems implementation and administration; 

• Proven experience with vulnerability discovery and management; 

• Proven experience and knowledge with security technologies including auditing (SIEM), application control 

(whitelisting), reverse web proxies, malware defenses, data protection; 

• Proven experience and knowledge with Active Directory and Group Policy administration; and, 

• Proven experience and knowledge securing computer networks against cyber threats. 

 
KEY COMPETENCIES 
Service Orientation displaying a desire to identify and serve customers/clients, who may include the public, colleagues, 
partners (e.g., educational institutes, non-government organizations, etc.), co-workers, peers, branches, 
ministries/agencies, and other government organizations and focusing one's efforts on discovering and meeting the 
needs of such customers/clients. 
Results Orientation showing concern for surpassing a standard of excellence, be it one's own past performance (striving 
for improvement); an objective measure (achievement orientation); challenging goals one has set; or even improving or 
surpassing what has already been done (continuous improvement).  
Analytical Thinking displaying the ability to comprehend a situation by breaking it down into its components and 
identifying key or underlying complex issues. The ability to systematically organize and compare the various aspects of a 
problem or situation and determine cause-and-effect relationships (“if…then…”) to resolve problems in a sound, decisive 
manner. Checks to ensure the validity or accuracy of all information. 
Expertise includes the motivation to expand and use technical knowledge or to distribute work-related knowledge to 
others. 
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